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Summary

Conventionally, no user identification is required for a user to log into a security-protected system. User
authentication is based on what the user knows, or what the user has, which can be easily shared among others.
Moreover, when multiple systems are involved, the user is then required to authenticate to each system individually
and repeatedly. In this paper, we present a scheme to achieve secure user identification and authentication to multiple
security-protected systems simultaneously through a single operation. The proposed scheme is based on the well-
known RSA cryptosystem, the discrete logarithm problem, and the subset-sum NP-complete problem. Security
analysis shows that the proposed scheme is secure to all known security attacks and can be easily implemented in
various environments including very resource constrained environment such as Smart Cards. Copyright © 2008 John
Wiley & Sons, Ltd.
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1. Introduction

Wireless networks and Internet has seen tremendous
growth in electronic commerce in recent years. As
we rely more and more on computer networks for
data transfer, security has become one of the most
important and urgent need for evident reasons. Among
different techniques, user authentication has been
widely used to provide access control to shared
networks, applications, and individual user accounts.
Conventionally, access control and user authentication
are based on either a login name and password pair,
or through a physical card together with a personal
identify number (PIN) (e.g., credit card, ATM card,
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and membership card, etc.), which can be easily shared
among others. Moreover, when multiple accounts are
involved, the user is then required to authenticate
to each account. As a reality, the situation tends
to be complex and inconvenient as the number of
accounts increases. In addition to the complexity,
these approaches cannot provide an adequate security
protection from hostile attacks. Meanwhile, there is
generally no simultaneous built-in user identification.

To address these issues, in this paper, we present a
scheme which can achieve secure user identification
[1–4] and authentication to multiple accounts
simultaneously through a single operation. This
scheme can be implemented in various environments,
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including Smart Cards, computer networks, wireless
communication networks, and distributed computer
networks. When applying to an enterprizing envi-
ronment, this scheme can also be used to provide
an easy and strong authentication for single-sign-on
to multiple security-protected network domains [5],
which increases the network security [6] significantly
with a highly simplified identity based authentication
process.

In the proposed scheme, the user can prove his
identity and authenticate to his accounts through
the typical identification process. The security of
the proposed identification scheme is based on the
well-known RSA cryptosystem, the discrete logarithm
problem, and the subset-sum NP-complete problem.
Security analysis shows that this scheme is secure to
all known security attacks.

It is important to point out that Windows 2000
and Windows XP operating systems provide built-
in Smart Card [7] interface, which enables the
proposed scheme be implemented in Smart Card
painlessly at a minimal cost, meanwhile achieving
high security for various network access and user
identification.

The remaining part of this paper is organized
as follows: In Section 2, the proposed scheme is
presented. The security verification is presented in
Section 3. In Section 4, the security analysis is
provided. In Section 4, the scheme is further
analyzed from implementation point of view, including
complexity and memory requirements. We conclude in
Section 5.

2. The Proposed Scheme

Suppose there exists a trusted authority (TA) [2].
The identification number of an individual user is
denoted by ID. TA first generates an RSA public
and private key pair (e, n) and (d, n) according to
Reference [8], where n = pq, φ(n) = (p − 1)(q − 1),
p and q are larger prime numbers. TA then selects
s + 1 integers a0, a1, a2, . . . , as randomly, such that
gcd(a0, a1, . . . , as) = 1.

Define

f (x) = a0 + a1x + · · · + asx
s mod φ(n) (1)

where s should be larger than the number of
organizations that the user will register and be a
member.

2.1. User’s Enrollment in TA

To register in the TA, let ID = h(id) be user
U’s personal identification number as described in
References [3,4], where id can contain the user’s
fingerprints, SSN and DNA etc. and h is a hash function.
The purpose of the individual ID is to uniquely and
unambiguously identify the user from others. The
user’s ID is then signed by the TA using its RSA private
key. That is, IDSign = IDd (mod n). The numbers ID,
IDSign, and T = (IDa0 , IDa1 , . . . , IDas ) mod n are all
sent back to the user, or stored in user U’s Smart Card
so that only user U can read them.

2.2. Organization’s Enrollment in TA

An organization, or a group is a unit where an individual
user can register to establish an account or become a
member. Since gcd(a0, . . . , as) = 1, TA can select a C
such that

gcd(f (C), φ(n)) = 1 (2)

According to Euclid’s Algorithm [6], a G can be very
easily computed such that

f (C) · G = 1 (mod φ(n)) (3)

G serves as organization G’s public identity and C as
the private key. In addition, TA should keep f (C) secret
to itself for organization G’s identity verification.

2.3. User’s Organization Enrollment

The process for a user U to enroll in organization G is
described as follows:

1. U: Provides ID and IDSign to group G to confirm the
authenticity of U’s identity.

2. G: Calculates

s∏
j=0

(IDaj )C
j = IDf (C) (mod n) (4)

where C is the secret key of organization G.
3. G/U: Stores IDf (C) in user U’s Smart Card as user

U’s enrollment record in G.

Since IDf (C)·G = ID (mod n), Equation (4) can be
used to verify this enrollment by both G and U.

Copyright © 2008 John Wiley & Sons, Ltd. Security Comm. Networks. 2009; 2:255–258

DOI: 10.1002/sec



AN IDENTITY-BASED SINGLE-SIGN-ON SCHEME 257

3. Identity Proof

The proof of user’s identity and membership of mul-
tiple organizations can be performed simultaneously
with a single operation. If user U has enrolled t
organizations, without loss of generality, we may
assume that U has enrolled G1, G2, . . . , Gt.

To verify that user U has enrolled any l (1 ≤ l ≤ t)
organizations: G1, G2, . . . , Gl, U needs to prove to the
verifier V for having the secret information IDf (Ci) (i =
1, 2, . . . , l), which can be verified as follows:

1. U: Select a random number rand and let r =
rand ‖ Timestamp (0 < r < n). Computes x =
reG1G2···Gl (mod n);

2. U: Sends r
l∏

i=1
IDf (Ci) (mod n), x and ID to V;

3. V: Verifies that

(
r

l∏
i=1

IDf (Ci)

)eG1···Gl

?= xIDe(G2G3···Gl+···+G1G2···Gl−1) mod n (5)

This verification can be repeated multiple times.
User U will be considerate as a legitimate user if and
only if Equation (5) is true for each verification. The
concatenation of Timestamp in r with a pre-defined
allowable time shift prevents ‘play-back’ attack.

4. Security Analysis

The user enrollment in TA eliminates the possibility
for an illegitimate user to impersonate and/or to steal a
valid user’s ID. The organizational enrollment assures
that each organization is authorized to accept individual
user’s enrollment. While the user’s enrollment in
organizations enables a user account or membership
be created properly in the organizations.

The security of the proposed scheme is based on
the security parameters and the identity proof process.
They will be analyzed separately in this section.

4.1. Attack on Security Parameters

The security parameters of the proposed scheme
include three types of security parameters:

1. TA’s security parameters: p, q, d, a0, . . . , as and
f (C);

2. Organization’s security parameters: C;
3. User’s security parameters: T = (IDa0 , . . . , IDas ),

IDf (C).

The security parameters p, q, and d are the TA’s RSA
security parameters. Up to now, as long as p and q are
large enough, breaking the system security parameter
d is equivalent to break the RSA system, which are
computationally infeasible [8].

The security parameters a0, . . . , as only appeared
in the exponent in the form of IDai with ID = h(id).
The recovery of the ai’s is equivalent to break the
discrete logarithm problem (DLP). We do not know any
polynomial technical that can compute DLP. Without
ai’s and C, nobody is able to compute the f (C). In
fact, the computation of f (C) from C is essentially a
subset-sum NP-complete problem, which is known to
be intractable [9]. To compute f (C) from a single G
is equivalent to break the RSA system since G can be
viewed as an RSA public key, and f (C) can be viewed
as the corresponding RSA private key. In summary,
the TA’s security parameters are secure under known
security attacks.

We recommended that p and q be integers
of 512-bit (or longer). Then the corresponding n
would be a 1024-bit integer. To derive ai from
IDai requires to calculate the discrete logarithm
logID IDai (mod n), which is difficult if ai is a large
number [9–11] and there is no effective method
available.

For the security parameter C of account G, there
is no tangible way to compute C since even f (C) is
unknown. In fact, even if f (C) is known, the recovery
of C requires to solve the subset-sum NP-complete
problem. Therefore, C is also secure.

We still need to discuss the security of user
security parameters. The security of the user secret
T = (IDa0 , . . . , IDas ) (mod n) relies on the fact that
a0, . . . , as are all unknown large integers. Therefore,
IDai are unknown and secure. For the same reason,
IDf (C) is unknown and secure.

In summary, all the security parameters are secure
under known security attacks. Therefore, the scheme is
secure.

4.2. Attack on Identity Proof

Now that it is computationally infeasible to recover
any of the security parameters, the stealing of
other people’s ID and security parameters are
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impracticable. Moreover, the random selection of
rand in concatenation with the Timestamp makes
reply and forge attacks of identity proof intractable.

5. Implementation

To implement this scheme, each user needs to maintain
the following security parameters:

1. TA’s information: n, d, and e;
2. User’s enrollment record in TA: ID, IDSign, and T =

(IDa0 , . . . , IDas ) (mod n);
3. User’s organizational enrollment record: IDf (Ci) for

each organization Gi (i = 1, . . . , t).

Suppose p and q are both 512-bit integers, then the
(maximal) length of all the above mentioned security
parameters is 1024 bits. Therefore, the TA information
is equal to 1024 × 3 bits, the user’s enrollment record
in TA is 1024 × (2 + (s + 1)) = 1024 × (s + 3) bits,
and the organizational enrollment record is 1024 × t

bits.
Let s = 100, t = 100, and each user enrolls up

to 100 organizations, then the total number of bits
that needs to be stored in user U’s Smart Card
is equal to 1024 × 3 + 1024 × (s + 3) + 1024 × t =
1024 × (s + t + 6) = 1024 × 206 = 210944 bits, or
25.75 K bytes. Therefore, a Smart Card with 32 K
bytes read-only memory (ROM) is sufficient for this
implementation. This type of Smart Cards is widely
available commercially [7].

In verification process, the computations required
are quite limited since only simple exponential
calculations, multiplications, and additions are needed.
All these operations can be implemented efficiently in a
resource constrained environment such as a Smart Card
or a mobile hand-held device. The verification can also
be implemented in a dedicated verification device.
In either case, it can achieve communication
network security, single-sign-on and identification
simultaneously through a single operation.

6. Conclusion

To overcome the inefficiency and security weakness of
the conventional user identification and authentication
schemes, in this paper, we developed a scheme to
securely identify and authenticate the user to multiple
accounts simultaneously through a single operation. It
was shown that the new scheme is secure to all known
security attacks. We also demonstrated that this scheme
can be easily implemented in various environments,
including Smart Cards and wireless communication
networks.
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